DISM

1 LAB3 GUIDE

Objective: Users sometimes hide files from plying eyes in shared computers by changing the

file extension, file signature and also shifting the bits in file.

a. Download “DFI Practical 3v2” from the blackboard.

b. Read the ”Intro to WinHex.pptx “ article to familiarize yourself with this hex editor.
Read the online manual of WinHex to learn more about its capabilities.

c. Follow steps in this guide to work on your Lab 3

1.1 MYsTERY1.DOC GUIDE (SUSPECTED FILE SIGNATURE ISSUE)

1.1.1  Open up file “Mysteryl.doc” in WinHex.

T B

X File Edit Search Mavigation View Tools Specialist Options Window Help 19.7

Case Data DRI i) B EET | ARG E bl oG HE S @ | 8

File Edit myster)ﬂ.do(l
Offset 0 1 2 3 4 5 6 7 8 910 11 1z 13 14 15 S T ‘
00000000 |FO DS FF EO 00 10 4A 46 49 00 01 01 00 00 01  &@Va e ‘
00000016 |00 Ol 00 00 FF DB 00 43 00 09 06 07 08 07 06 09 §U C Ci\Users\SPLecturing\ Desktop\Teac
00000032 |08 O7 08 OR OR 0% OB 0D 16 OF OD OC OC 0D 1B 12
00000048 |15 10 16 20 1D 22 22 20 1D 1F 1F 24 28 34 2C 2 nmw s(a,% File size: 52K8 |
00000064 |26 31 27 1F 1F 2D 3D 2 3R 23 2B &l' -=-157:::d+ 5,316 bytes |
00000080 | 3F 44 3F 38 43 34 39 3& 0l OR OR | ?D?8C49:790 C P e e
Q00000396 3737 37 TE &7 State: original
00000112 37 37 37 | 7TTITITITTITI777
00000128 37 37 37 LrEml=d o
00000144 37 FF Co Undo reverses: nfa |
00000160 oLoz 11 £ " Creation time: 10/27/2018
0000017¢ 00 00 00 VR 12:14:24
00000152 0L 08 FE " ¥ Last write time: 10/27/2018 |
00000208 04 07 01 & : 121424
00000224 06 13 31 roa |
00000240 A1 16 33 A"Qag 2 #BY; 3 A @
00000256 00 18 01 | RbCrf:AahAs, i e v
ooooozT2 00 00 00 Mode: hexadecimal
00000288 02 03 01 vh Offsets: decima
00000304 11 21 31 11 Bytes per page: 50x16=200
00000320 0z 11 03 Bz §0 ) Window £ 1
00000336 1A B7 45 ? &mUZACTal SE No. of windows: 1
00000352 08 EB 8D O~NO94 *x"e i &
00000368 A4 93 76 | +¢@®f*vEldf #ir™v Clipboard: available
00000384 EA 5D 21 | ;BY7iSBYv'%§ &]! TEMP folder: 136 GB free
00000400 Or B2 26 E'i»c:ﬁlf‘f, ag= ws\SPLECT~1\AppData\Local\Temp
00000416 As 90 20 U™,- EIV=AGED®
00000432 6E 2F 8D : 2-d &HEE:n/
00000448 3n EE Bz | H]ce , %A Jit
00000464 81 92 43 | ,¥'UnGmEpI \ 'C
00000480 9D 60 6E E] E @z|+£ ? 'n
00000456 BF 6C 44 4@ EegsD°.da®s:1D
00000512 EF AD 12 | znMsOWs[?>Z 3i-

00000528
00000544 38 15 &5

Q0000560 (D6 92 1B 3C AE 4D 8D Fa BE 1A BS

Eg N\Ed *“E-Byv
8 ef £ & &~ yie
Or <8M G{a[K % n

00000576 |41 8A 22 CD 14 32 33 12 DB &AF RE |&5"i 23 co =50 ®
00000592 |01 99 DA 69 75 9D 23 53 A7 30 EO | =Jiu $Soa°cisoa
Q0000608 | BC CB 2D A3 35 12 4F AD 23 D¢ uE-£5 *0 NAE-#0
00000624 | 7F CE 2B 82 96 A2 A6 SE E1l B9 €B | I+,-¢]"], +7&@k
Q0000640 | TE 98 A4 CA 4B 24 30 F8 Cl 25 SD | ~MEK$0s%+abwid
00000656 | 18 78 AD BE C2 D3 31 B2 94 15 3a | x-3A@liza up” :
00000672 |17 F3 18 D& 03 83 78 73 4F 04 45 6 @ fxs$0a:R0 E
Q0000EEE | 2C 2E D2 15 3R 50 79 93 33 E5 BA .0 :Py"0 'eUn&:
00000704 | E6 B2 C9 30 26 45 3E 13 7F OC 60 =°E0&E> &, @E¥
Q0000720 | 2E FB €3 SE A7 DT OE 38 29 F5 55 .Gi%§= 8»Fi4'@30
00000736 | 2D : 0% A2 52  -Ds® A4@c\usc ¢’
00000752 |28 D2 CE 34 1B F3 59 46 FS 52 8C 7E 05 53 A2 45 (04 oYFeRE~ SeE
00000768 | 9D E1 95 67 90 Bl 2A E3 ES 36 C6 F2 E6 92 CD 31 A+g *+*&&eZoar il
Q0000784 |96 E4 02 4D CD EF 81 AR 58 22 F2 €1 OE C% C6 E5 -2 MIi *X"sa EEE
Page1of 7 Offset: 147 =55 | Block: n/a | Size: n/a

IT2514



DISM

1.1.2 Now we know that this is a jpg file as JFIF represent jpg. Navigate to
https://en.wikipedia.org/wiki/List_of_file_signatures and look for jpg file signature.

Hex signature s 1ISO 8859-1 ¢ Offset ¢ Extension # Description $

Script or data to be passed to

23 21 #! 0 the program following the
shebang (#)[]

00 006 02 00 06 04 06 00 08 Lotus 1-2-3 spreadsheet (v1)
NULNULSTXNULACKEOTACKNULACKNULNULNULNULNUL 0 Wk1 .

00 00 00 60 @0 file

00 00 1A ©0 00 10 94 00 00 Lotus 1-2-3 spreadsheet (v3)
NULNULSUBNULNUL LF EOTNULNULNULNULNUL 0 Wk3

00 00 00 file

00 00 1A @@ @2 10 04 00 00 wk4 Lotus 1-2-3 spreadsheet (v4,
NULNULSUBNULSTX LF EOTNULNULNULNULNUL D .

00 00 @0 wk5 v5) file

Lotus 1-2-3 spreadsheet (v9)
file

00 00 1A 00 05 10 04 NULNULSUBNULENQ LF EOT 0 123
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1.1.3 Change the file signature of Mysteryl.doc from “FO D8 FF EQ” to “FF D8 FF EQ”

mysteryl.doc l

Offset o 1 2 3 4 5 & 7 8 © 10
00000000 |[FO DE FF EOQ|00 10 42 46 49 46 Q0
00000016 |00 01 00 OO FF DB OO 43 00 0% 06
00000032 |08 07 O OR OR 0% OB oD 16 OF OD

Original Hexadecimal value
mysteryl.doc l
Offset o 1 2 3 4 5 & 7 & 9§ 10
00000000 00 10 42 46 49 46 00
00000016 |00 Ol 00 00 FF DB 00 43 00 0% 06
00000032 |08 O7 08 OR OR 09 OB OD 16 OF OD

11
01
o7
oc

11
01
o7
oc

13
0o
07
oD

Modified Hexadecimal value

14
oo
0&
1B

14
oo
0e
1B

15
01
o
14

15
01
09
14

L
¥0 C
BNSI RSCII
y@ya JFIF
¥0 C

1.1.4 Save the changes in WinHex, change the extension of the file from “.doc” to “.jpg” and you will
be able view the image.

Photos - mystery1.jpg

= & W

@ R)

%v
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1.2 MYSTERY2.PDF (SusPECTED FILE SIGNATURE)

1.2.1 Open Mystery2.PDF using WinHex. And take note of the file signature. Note that the signature
might be corrupted.

mysteryd, pdf |

Cffset o 1 2 3 4 5 & 7 & & 10 11 12 13 14 15 ANST ASCTIT ~
QOoOooo0o0 ICICI 48 03 04 14 00 Oe 00| 08 00 00 00 21 00 2D EA E ! &
0000001le EF 2F 72 01 00 00 D% 05 00 00 13 00 08 02 5B 43  ifr U [C
Qooooo32 6F 6E T4 €5 €E T4 SF 54 79 T0 €5 73 5D 2ZE 78 €D  ontent_Types].xm
Q000048 6C 20 Az2 04 02 28 AO 00 02 00 OO0 OO0 00 OO0 00 00 1 ¢ (

1.2.2 Refer to https://www.garykessler.net/library/file sigs.html and check for file signature. Check
the first 8 Offset of the file content to see whether is there any match in the library.

|
&« c & https://www.garykessler.net/library/file_sigs.html R &+ 6
63 00 00 00 00 00 .. ' N '
ZIP ZLock Pro encrypted ZIP 480204140006 00 A v X

7 48 03 04 14 00 06 00 PE......
DOCX, PPTX, XLSX Microsoft Office Open XML Format (OOXML) Document

NOTE: There 1s no subheader for MS OOXML files as there 1s with
DOC, PPT. and XLS files. To better understand the format of these files,
rename any OOXML file to have a .ZIP extension and then unZIP the file;
look at the resultant file named [Content_Tipes].xml to see the content
types. In particular, look for the <Override PartName= tag, where you
will find word. ppt, or xl, respectively.

Trailer: Look for 50 4B 05 0 (PE. .) followed by 18 additional bytes
at the end of the file.

1.2.3 Change the file signature of Mystery2.PDF from “00 4B 03 04 14 00 60 00" to “504B 03 04 14

00 60 00”

rystery2. pdf |

Dffset o 1 2 3 4 5 & T 8 9 10 11 12 13 14 15 BNSI BSCII »
00000000 | 00 4B 03 04 14 00 06 00| 08 00 00 00 21 00 2D EAR | K 1 -2
00000016 |EF 2F 72 01 00 00 DS 05 Q0 OO0 13 00 08 02 5B 43  i/r U [C
00000032 |6F 6E T4 €5 6E 74 5F 54 7% 70 65 73 5D 2E 78 6D | ontent Types].xm
00000048 | 6C 20 A2 04 02 28 AC 00 02 00 00 00 €0 Q0 OO0 00 |1 ¢ |

Original Hexadecimal value

rysteryd. pdf |

offset o 1 2 3 4 5 & T & @ 10 11 12 13 14 15 ANSI ASCII &
00000000 | 50 4B 03 04 14 00 06 00| 08 0O 00 0O 21 00 2D EA | PK 1 -2
00000016 |EF 2F 72 01 Q0 00 DS 05 OO0 00 13 00 08 02 5B 43 | i/r U [C
00000032 | &F 6E 74 €5 €E 74 5F 54 79 70 €5 73 5D 2E 78 €D  ontent Types].xm
00000048 | 6C 20 A2 04 02 28 A0 00 02 00 00 OO0 OO0 OO0 00 00 1 ¢ |

Modified Hexadecimal value
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1.2.4 Save the changes in WinHex, change the extension of the file from “.PDF” to “.docx” and you
will be able view the image.

[ I :
HOME INSERT DESIGN PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW Sign ir
— Times New Roman - 24 A= € 3= i
D B I U-~akx, x° A AaBbCcDe AaBbCcDe AaBbhCe . -
Paste ¥ A-W-.A-Aa- A A TNormal | TMoSpac.. Heading 1 Editing
Clipboard Font Styles F] -

Send Passwords Securely Through Your
Body Instead of Wi-Fi

By Kacey Deamer, Staff Writer | September 29, 2016 05:11pm ET

INNOVATIONS

A smartphone can be used to send a secure password through the human body and open a
door with an electronic smart lock.

Credit: Mark Stone/University of Washington

Rather than rely on easy-to-hack Wi-F1 or Bluetooth signals, researchers have developed a
system that uses the human body to securely transmit passwords.

Computer scientists and electrical engineers have devised a way to relay the signal from a
fingerprint scanner or touchpad through the body to a receiving device that is also in contact

with the user. These "on-body" transmissions offer a secure option for authentication that
does not require a password, the researchers said.

"Let’s say I want to open a door using an electronic smart lock." said study co-lead
author Merhdad Hessar. an electrical engineering doctoral student at the Umversity of

PAGE1OF2 537WORDS [[¥ ENGLISH [SINGAPORE) Ed| B -~——4+—+
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1.3  MYSTERY3.XLS (BIT SHIFTING)

1.3.1 Open up Mystery3.XLS in using WinHex

B WinHex - [m3(1

] —

B File Edit Search Navigation View Tools Specialist Options Window Help

Case Data D'H:ﬁ’-'l E@E'&?'ﬁﬂuﬁﬁa:ﬁ'—"m* ':-4353'3»/‘

File Edit m3(t)uds |

Offset o 1 2 3 4 5 & 7 & @10 11 12 13 14 18 ~ [unregistered]

00000000 07 EC T7F FO 00 0% 25 23 24 A3 00 00 81 00 80 96 - m3(1)ds
00000016 00 96 OO0 00 7F FF 00 10 23 B2 BT 32 BS 30 BA 32 - § #=-2:0°2 C\Users\SPLecturing\Desktop\Teac
00000032 B2 10 31 3C S0 10 24 A5 23 80 25 28 22 A3 80 26 * 1< £¥% $("L & :
00000048 34 Bl 39 30 B9 3C FF EO OO0 08 84 0l 42 81 13 01  4290°<ya , B File size: 46.8 KB
00000064 B0 88 80 01 08 80 31 38 80 FF ED 80 42 00 03 02 €°€ € "€yi€B 47,892 bytes
00000080 02 83 02 82 03 03 02 83 03 83 23 04 05 08 85 85§ , § §Ff .. e
00000056 | 04 84 85 OA 87 38 06 08 8C €8 OD 0D OC 0B OC OB | ... #° G« - ]
00000112 | 8D SF 94 10 3D SE 92 SF 0B 8C 11 17 91 92 94 95 v Froog e
00000128 16 16 96 OD 90 98 94 18 15 94 14 15 96 15 80 83 - & 3 - ef Uzolzas g
00000144 83 83 85 04 85 OA 05 85 8A 15 SE OC OF OE 15 95 ff. .. .5 % - s e o
00000160 | 95 95 95 95 S5 95 95 95 95 S5 95 95 95 U5 §5 95 sessssssssaseass Creation time: 10/25/2018
00000176 95 95 95 95 S5 95 95 95 G5 S5 95 G5 95 95 G5 G5  eesssssessssssas 15:55:23
00000182 | 65 85 85 65 95 S5 85 95 95 ©5 S5 65 85 G5 95 FF | er=secrzeseey D 10/25/2018
00000208 | E2 00 D1 00 00 00 32 S0 80 30 80 30 50 80 00 00 & N ,ssessss 15:55:24
00000224 00 00 00 00 00 00 81 01 82 02 83 03 84 04 85 05 o o
00000240 | 8% 00 Ol 00 81 81 81 02 01 82 82 §2 02 00 00 0O * Gl &
00000256 BE 80 81 Ol 80 02 OB 82 89 10 98 A0 83 09 A8 BO %€ € % "f °° [z g
00000272 |83 91 33 8A 19 40 C8 DO 84 11 Al 58 EO SR AY €8  £'85 @ED, ;jXaden Mode: hexadecimal
00000286 | FS 12 15 Bl 39 41 04 85 0B OB 8C OC 8D 12 93 13 & 2SA . & * Offsets: Seafrred
00000304 94 14 95 1A 1A 98 18 9C 1C oD 21 A2 22 A3 23 &4 ~ + > lo"i#m Bytes per page: 50x16=500
00000320 24 A5 25 BA 2A AB 2B AC 2C AD 31 B2 32 B3 33 B4 | §%) **wim, -17273 s c
00000336 | 34 BS 3% BA 3A BB 3B BC 3C BD 41 C2 42 C3 43 C4  4ns®:»;h<nAABRCA No. of windows: 1
00000352 | 44 C5 49 49 CA 4A CB 4B CC 4C CD 51 51 D2 52 D3 DAITEJEXILIQQORO
00000368 53 D4 54 D5 59 59 DA SA DB 5B DC 5C DD 61 61 E2 | SOTOYYOZU[O\Yaad Clipboard: available
00000384 62 E3 €3 E4 €4 E5 €9 €9 EA €A EB 63 EC 6C ED 70 bicdddiijgkilip TEMP folder: 136 GB free
00000400 (FL1 71 F2 72 F3 73 F¢ 74 F5 78 F9 79 FA TA FB 7B | fgordsdtvdxiyizaf wrs\SPLECT~1\AppData\Local\Temp
00000416 FC 7C FD 00 80 Ol 80 80 80 80 80 80 80 80 80 80 |y € ee€e€essee
00000432 00 00 OO 00 00 00 51 Ol 82 02 83 03 54 04 85 05 o Foau
00000448 82 80 Ol 00 81 02 02 01 82 03 82 82 02 00 00 81 °€ P
00000464 3B 80 00 81 Ol 88 82 02 90 9% 83 09 20 A8 83 BO ;€ -, F °“f°
00000480 B3 8% 91 19 40 54 OA 21 45 DO DS E0 54 91 5% A% %' @, !HDGA,'™©
00000436 72 OR Bl 39 €3 85 0B 12 1A 70 92 F8 8B 8C OC 8D x 2%h. p'e<@
00000512 13 13 94 14 §5 1A 98 1B SC 1C SD 21 A2 22 A3 23 e s lemid
00000528 A4 24 AS 29 AA 2R AB 2B AC 2C AD 31 B2 32 B3 33 HEY) *rgin,-1%273
00000544 B4 34 BS 39 BA 3L BE 3B BC 3C BD 41 41 C2 42 C3  ~4p9°:m;lacknnish
00000560 | 43 C4 44 C5 4% 45 CA 4R CB 4B CC 4C CD 51 51 D2 CApArikggxiricod
00000576 52 D3 53 D4 54 D5 5% 58 DA S5A DB 5B DC 5C DD &1 ROSCTOYYUZU[T\fa
00000592 €1 E2 62 E3 63 E4 64 ES €9 69 EA €A EB €8 EC 6C adbdcidiiidjékil
00000608 ED 71 71 F2 72 F3 73 F4 74 F5 75 79 FA 7A FB 7B iggorosdtdyvaza{
00000624 | FC 7C FD 7F ED 00 06 01 ©0 30 01 08 §1 88 80 1F u|y & €€ €
00000640 80 58 23 ES C7 73 5C 28 F4 SE C6 7D AC 5F 64 BF  €X#iCs\ (62E}-_dg
00000656 | 91 17 24 93 E6 03 DE 9B 14 4D 23 D3 23 AL Al 94 = B> M#b#;;”
00000672 | DO 98 EF SA 94 16 19 20 CF 5A 64 CA 37 1A 46 30 218~  IzdE7 Fo
00000688 73 C5 31 5A CO 69 88 72 FA 53 1D 87 AS E3 1D A% shlzAi-rus #°3 ®
00000704 | OF A0 E1 C6 28 16 A2 1C OE E6 50 SA 1A 47 1D 7F 2E( ¢ =3 G
00000720 | 1A 06 C6 81 ES 71 4C 5C A2 E3 50 28 13 41 8F CE E éqlheds( a i
00000736 81 A4 93 EE C4 50 09 6A& 27 18 C6 68 40 21 ES 47 HIAP j' Eh@'2G
00000752 | €A 2F €1 0D E0 OE BS A7 71 31 40 14 5C 2C 3% 4€ j/a & *Sql@ \,SF
00000768 47 SC 50 3B 06 07 4A TR 09 RE 25 3E 95 36 12 €0 G\PF: Jz | (>*6
00000784 39 6E 63 D8 BB OE 38 F5 A0 42 77 07 34 89 57 4C  9nh@» 85 Bw 4%WL v
Page 1 of 60 | Offset: 788 | =187 | Block: nfa | Size: n'a
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1.3.2 Right click on the Hexadecimal data and select “Edit” option.

B WinHex - [m3(1) ads) — O X
B2 File Edit Search Mavigation View Tools Specialist Options Window Help 197 -
Case Data D'Hf}} * | EBE‘UD: ﬁMH‘E’(A:B&‘;( L]
File Edit m3(1)xs |
Offset 0 1 2 3 4 5 6 7 8 910 11 12 13 14 15 z [unregistered]
oooooooo |7 EC 7F FO 00 08 25 23 24 A3 00 00 81 00 80 96 |1 & %#5L e- m3(T)ads
0000001e 00 Beginning of block Alt+1 | B7 32 B® 30 BA 32 - § #7-270°2 C:\Users\SPLecturing\Desktop\ Teac
00000032 | B2 Gt o Amez |25 28 22 B3 90 26| 5 1c ¥ a(mL s —
00000048 | 34 24 01 42 81 13 01  4290%<#a , B File size: 46.8 KB
00000064 | 80 €3  Add Position... ED 80 42 00 03 02 €€ € "€Vi€B 47,892 bytes
00000080 | 02 83 04 05 08 85 85§, f FF .
00000096 | 04 — 0D 0D OC 0B OC OB | .. 3~ (& S;?ItEd'tMode —
00000112 | 8D SF 94 10 8D S8E 92 8F 0B 8C 11 17 91 82 94 95 voEro@ e ) J
00000128 |16 16 96 0D 90 98 SA 18 15 9A 14 15 96 15 80 33 - & 5 -5 Irimisz: 0
00000144 |83 83 85 04 85 OA 05 85 8A 15 8E OC OE OE 15 95  ff 5z . Uil o= o
00000160 | 95 95 95 S5 S5 95 95 95 §5 S5 G5 95 95 95 95 95 | seescecercacenes Creation time: 10/25/2018
00000176 | 95 95 95 95 95 95 95 95 ©5 95 95 95 95 95 95 OF  scescecsscnsanes 15:55:23
00000192 |95 95 95 95 95 95 95 95 55 55 95 95 95 95 95 FF | sereseseesceeeey N TS
00000208 |E2 00 D1 00 OO OO 82 80 80 80 80 80 80 80 00 00 | & N, eceeeee EE
00000224 |00 00 00 00 OO0 0O 81 Ol 82 02 83 03 84 04 85 05 P P
00000240 |88 00 01 00 81 81 81 02 Ol 82 82 82 02 00 00 00 | ° e Attributes: A
00000256 |BE 80 51 OL 80 02 08 82 8% 10 93 A0 83 0% A8 BO %€ € ,% “F °° e J
00000272 |83 91 38 SA 19 40 C8 DO 84 11 Al 58 EO0 8A B9 €3 | £'85 @ED, ;Xafen Mode: hexadecimal
00000288 | F8 12 19 Bl 39 41 04 85 OB 0B 8C OC 8D 12 93 13 g +94 . @& Offsets: decimal
00000304 |94 14 95 1A 1A 9B 1B SC 1C SD 21 A2 22 A3 23 B4 | " « > o le"ifx Bytes per page: 5016=800
00000320 | 2¢ AS 29 AR 2R BB 28 AC 2C AD 31 BZ 32 B3 33 B¢ %) ter,-172°3 Window 1
00000336 |32 BS 39 BA 3A BB 38 BC 3C BD 41 C2 42 C3 43 C4 | 4u9°:»shcalsich No. of windows: 1
00000352 | 44 C5 4% 4% CA 4A CB 4B CC 4C CD 51 51 D2 52 D3 | DATTEJERILIQQORG
00000368 |53 D4 54 D5 5% 59 DA 5A DB 5B DC 5C DD 61 €1 E2 | SOTOYYUzU[U\Yaad Clipboard: available
00000384 | 62 E3 63 E4 64 ES 69 69 EA 6A EB 6B EC 6C ED 70 biciddiiéiekilip TEMP folder: 136 GR free
00000400 |F1 71 F2 72 F3 73 F4 74 FS 78 FS 7% FA 7A FB 7B | Agdrosstixuyazaf «ws\SPLECT -1\ AppData\Local\Temp
00000416 |FC 7C FD 00 80 Ol 80 80 80 80 80 80 80 80 80 80 | |y € €€€€€€eses

1.3.3 Select “Modify Data” option.

HEX WinHex - [m3(1).xls] —

B File Edit Search Mavigation View Tools Specialist Options Window Help

Case Data DA ZE= 1 | REEET | ALY b

File Edit m3(1]‘xls|
Offset 0 1 2 3 & 5 6§ 7 8 @10 11 12 13 14 15 BNSI ~ [unregistered]
oooooooo (@7 EC 7F Fo 00 08 25 23 24 A3 00 00 81 00 80 96 |1 & 3#5E €- m3(l)ads
00000016 | © Undo Ctl-Z B2 BT 32 B9 30 BA 32 - § #%-230°2 C:\Users\SPLecturing\Desktop\Tead
00000032 | E BO 25 28 22 A3 90 26 © 1< SF# ("L &
00000048 | 3 it ColeX b ae 01 42 81 13 01 4280%<ya .. B File size: 46.8KB
00000064 | 8 BB CopyAll > FF ED 80 42 00 03 02 £°€ € “£yi€s 47,892 bytes
00000080 | €[] Clipboard Data > B3 83 04 05 08 85 85§ , f §f Y
00000096 | C Remove.. Del [B OD OD OC OB 0C 0B . 7 @& - et
00000112 | 8 C 11 17 91 92 94 95~ EIr @ 7.
00000128 |1 Paste Zero Bytes... Ba 14 15 ©6 15 80 83 _ 8 & - ef Undo level: 0
00000134 | € . 15 SE OC OE OE 15 95 §§. _ 5z . L reEes pda
0oooolen = Define Black. BS 55 95 95 95 95 95 swsessesseseenes Creation time: 10/25/2018
00000176 | © Select All Ctr+A b5 95 95 95 85 95 95 eeeeeeeescsseaes 15:55:23
00000192 | ¢ Clear Block Esc B3 95 95 95 95 95 FF seseesscccececeg P EEET
00000208 | E 0 80 80 80 80 00 00 & W ,€ee€eee e
0000224 | o B_ConvertFile. CtR_ bo 93 03 24 04 85 05 g o 135524
00000240 sﬁ" Modify Data... CtrlseT |k 52 82 02 00 00 00~ ey Attributes: A
00000256 |E Fill File... Ctrlel L0 98 RO 83 09 AE BO 3 € ,% "F °° G g
000002 84 YTITEETY SUCCE-DU—EY-1l Al 58 EO 8A& A9 68 f£'85 @ED, ;XaSen Mode: el
000002 F8 12 1% B1 3% 41 04 85 0B OB 8C OC 8D 12 93 13 ton .. @ ¢ Offsets: ]
00000304 |94 14 95 1A 1A 9B 1B 9C 1C SD 21 A2 22 A3 23 A4 " + > & le¢"ifm Bytes per page: 50x16=800
00000320 |24 AS 29 AR 2R RB 28 AC 2C AD 31 B2 32 B3 33 B4 $¥)*iwi,-17273° Window & 1
00000336 |33 BS 39 BA 3A BB 38 BC 3C BD 41 C2 42 C3 43 C4 4u9°:»;wodlslch No. of windows: 1
00000352 |44 C5 49 49 CA 4A CB 4B CC 4C CD 51 51 D2 52 D3 DATIEJERILIQQORG
00000368 |53 D4 5¢ D5 5% 59 DA 5A DB 5B DC 5C DD 61 €1 E2 3OTOYYUzU[U\Yaad Clipboard: available
00000334 |62 E3 €3 E4 64 ES 69 69 EA 6A EB €B EC 6C ED 70 b&ciddii#jekilip TEMP folder: 136 GB free
00000400 (F1 71 F2 72 F3 73 F4 74 F5 78 F9 79 FA 7A FB 7B figordsdtdxuyazi{ ws\SPLECT~1\AppData\Local\Temp
00000416 |FC 7C FD 00 80 Ol 80 80 80 80 80 80 80 80 80 80 ulv € €E€€eesees
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1.3.4 Check the “Left shift by 1 bit” radio button and press ok

B WinHex - [m3(1) xls] —
U File Edit Search MNavigation View Tools Specialist Options Window Help
i r; | o 0y | an s | | & 5 o

Case Data ODPARL = (T EEEEEw | AARGE | o be e GE P

File Edit m3(1).x\;|
Offset o 1 2 3 4 5 & 7 8 910 11 12 13 14 15 " (e
00000000 07 EC 7F FO OO0 08 25 23 24 A3 00 00 81 00 80 %6 i & $#3£ - m3(1)ads
00000016 00 96 00 00 7F FF 00 10 23 B2 BT 32 BS 30 BA 32 - § #°-230°2 C:\Users\SPLecturing!\DesktophTeac

s
00000032 | \odify Data W P390 26 f 1< §¥# %("C &
00000048 Bl 13 01 2x80°<y& , B File size: 46.8 KB
00000064 DO 03 02 €°€ € “€yi€B 47,892 bytes
OAdd 50480304 hexadecimal
00000080 ps 85 85 f, f fFf ... e
00000096 DB OC 0B | .. ¥~ G« — original
00000112 Integer type: Va‘:e’a”is_ . B2 94 a5 Fr @ re.
00000128 8 bit, signed al;?"h‘\’\nv;rr':m;mnw is 80 83 - & i - ef Undo level: 0
00000144 | pE 15 85 s5 52 . Ui maaee i
00000160 P5 95 95 | resrssrssssnsens Creation time: 10/25/2018
00000176 () Reverse byte order (O Invert bits BS 95 95 seeecsececsecses 13:55:23
00000152 4 b= OxOR 00 el Last wiite time: 10/25/2018
00000208 — Bo 00 DO & W ,eeseese 15:55:24
00000224 ® Let i by 1 & Qor o0 p4 85 05 o o .
00000240 O Right shift by 1 bit OAND 00 po 0o oo - ver CilTi &
00000256 O Shiftby |1 bytes COROT13 po BAS BO %= € ,% "F °° feon 0
00000272 O Circular left rotation B As e s'si @Ep, Xaden Mode: hexadecimal
00000288 J iz 93 13 o 2SA .. & Offsets: R
00000304 B3 23 B4~ - > @ lo"LEm . =
00000320 e @ belp B3 33 B4 §¥)sw 1r2=:' S et page e
! SE) FHado, -172737 Window #: 1

00000336 BE 3B BC TTBD EL CZ 22 C3 43 C4 4uS°®:»;W<>=AABACA [ ahmidem 1
00000352 43 CB 4B CC 4C CD 51 51 D2 52 D3 DATIEJERILIOCORG
00000368 55 DA 5A DB 5B DC 5C DD 61 61 E2 sSOTOYYOzO[O\Taad Clipboard: available
00000382 ES €9 €9 EL 6L EB 68 EC 6C ED 70 bacadiii&iskilip TEMP folder: 136 GB free
00000400 73 F4 74 FS5 78 F9 79 FA Th FB 7B Agorosdtdxuyizii ws\SPLECT~1\AppData\Local\Temp
LLLLLE SN weOTC OFh A0 8n Al a8n a8n an &8n |80 8N 80 B8N BN BN dile £ SESSSSSEES

1.3.5 The file will be should to 1 bit by the left. Notice the new Hexadecimal value of the file

HEX WinHex - [m3(1) xls] — ]

ﬁFlle Edit Search Mavigation View Tools Specialist Options Window Help 197 -

Case Data O®& TmEhe | FAMBGE | o e lSdamp & |

File Edit m3(1].x\s|
Offset 0 1 2 3 4 5 € 7 & & 10 11 12 13 14 15 ~ [unregistered]
00000000 |OF DE FF EQ 00 10 4A 46 49 46 00 01 02 01 01 2¢C |[leya JFIF . m3(1)ads
00000016 01 2C 00 00 FF FE 00 20 47 65 6E 65 72 61 74 65 | , ¥b Generate CAUsers\SPLecturing\Desktop\Teac
00000032 | 64 20 62 79 20 20 49 4A 47 20 4A 50 45 47 20 4C |d by IJE JPEG L
00000048 €9 &2 72 61 72 79 FF CO 00 11 08 02 35 02 26 03 ibraryyh & File size: 46.8 KB
00000064 01 11 00 02 11 01 03 11 0l FF DB 00 84 00 06 04 g9 .. 47,892 bytes
00000080 05 06 05 04 06 06 05 06 07 07 06 08 OA 11 OB ORA T ——
00000096 | 0% 0% OA 15 OF 10 OC 11 1% 16 1A 1A 18 16 18 17 S modified
00000112 |18 1F 28 21 1B 1D 25 1E 17 18 22 2F 23 25 29 2A (1% nidn)e
00000128  2C 2D 2C 1B 21 31 34 30 2B 34 28 2B 2C 2B 01 07 ,-, '140+4(+,+ Undo levek: 1
00000144 07 07 OR 09 OR 14 0B OB 14 2B 1C 18 1C 1C 2B 2B + + Uripmre= dnmeilieieT
00000160 | 2B 2B 2B 2B 2B 2B 2B 2B 2B 2B 2B 2B 2B 2B 2B 2B  44+d+tdiidiiiiid Creation time: 10/25/2018
00000176 28 2B 2B 2B 2B 2B 2B 2B 2B 28 2B 2B 2B 2B 2B 2B 44i4iiiiiiiiiiis 15:55:23
00000152 28 28 28 2B 2B 2B 2B 2B 28 28 28 28 2B 2B 2B FF hrbitiiirieibdy R 10/25/2018
00000208 | C4 OL A2 00 00 01 05 01 0Ol 01 Ol Ol 01l 00 00 00 A ¢ 15:55:24
00000224 00 00 00 00 00 Ol 02 03 04 OS5 06 07 08 09 OR OB
00000240 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 Ol BT B
00000256 7D OL 02 03 00 04 11 05 12 21 31 41 06 13 51 &1 } 113 Qa [z L
00000272 |07 22 71 14 32 81 91 Al OB 23 42 Bl Cl 15 52 D1 "g 2 °; #Bii RW Mode: hexadecimal
00000288 FO 24 33 62 72 82 09 OA 16 17 18 18 1A 25 26 27 &S3br, 5! Offsets: O
00000304 | 28 28 2R 34 35 36 37 38 39 3A 43 44 45 46 47 48 () *456789:CDEFEH Bytes per page: 50x16=800
00000320 | 4% 4A 53 54 55 56 57 58 50 SA 63 64 €5 €6 €7 68 IJSTUVWXYZcdefgh Window & ,
00000336 |69 6A T3 T4 75 76 77 78 79 TA 83 8¢ 85 86 87 88 ijSTuvWwEyzf..t:" Mo of windows: 1
00000352 |89 BA 92 93 94 95 96 97 98 99 9A A2 A3 B4 A5 A6 HS' V7. —TMLICENE]
00000368 AT AE AG AR B2 B3 B4 B5 B6 BT BE BO BA C2 C3 C4 §'©%=*'uf- °ila Clipboard: available
00000384 C5 C6 C7T C8 CY CA D2 D3 D¢ D5 DE DT DE D9 DA E1 AECEEEOCOGO-@U04 TEMP folder: 136 GB free
00000400 |E2 E3 E4 E5 E6 E7 E8 E9 EA F1 F2 F3 F4 F5 F6 F7  A333=gecéfddddss ws\SPLECT~1\AppData\LecahTemp
00000416 | F8 FS FA Ol 00 03 01 01 0Ol 01 01 0Ll 0Ll 01 01 00 wud

IT2514



DISM

1.3.6  The file signature for JPEG is Hexadecimal value of “FF D8 FF E8”. Change the file signature (first
4 offset) to the Hexadecimal value “FF D8 FF E8”

m3(1)jpeg |
Offset 0 1 2 3 4 5 & 7 & 9 10 11 12 13 14 15 ANSI ASCIT &
00000000 00 10 4B 46 49 46 00 01 02 0l 01 2C | @¥a JFIF .
00000016 01 2C 00 00 FF FE 00 20 47 €5 6E 65 72 61 74 65, b (Generate
00000032 | 64 20 €2 79 20 20 49 4A 47 20 4A 50 45 47 20 4C d by IJG JPEG L
00000048 69 62 72 61 72 79 FF CO 00 11 08 02 85 02 26 03 ibraryih - &
Original Hexadecimal value

m3(1)jpeg |

Offset 0 1 2 3 4 5 & 7 & @ 10 11 12 13 14 15 BNSI ASCII A
00000000 [FF D& FF EO|[o 10 4A 46 45 46 00 01 02 01 01 2C ¥@yal JFIF ,
00000016 01 2C 00 00 FF FE 00 20 47 €5 6E 65 72 61 74 65 , ib Generate
00000032 | 64 20 62 79 20 20 49 4A 47 20 44 50 45 47 20 4C d by IJG JPEG L
00000048 69 €2 72 €1 72 79 FF CO 00 11 08 02 85 02 26 03 ibraryvh - &

Modified Hexadecimal value

1.3.7 Save the changes in WinHex, change the extension of the file from “.xIs” to “.jpg” and you will
be able view the image.

| Photos - m3(1)jeeg

m See all phatos E Add to a creation

aQ @m < @

= ]

4 Edit@Creste v & Share [0

x

IT2514
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1.4 TEeST1-CARVE.DOC

141

Open Test1-Carve.doc using WinHex.

E WinHex - [test1-carve.doc] — O o
ﬁ File Edit Search Mavigation View Tools Specialist Options Window Help 197 - 8 %
Case Data DAFZ=F* | 2EERN  AAL2G%Y | +de | SdHmP & |
File Edit tesﬂ-car\re.docl
Offset 0 1 2 3 4 5 & 7 & 9§ 10 11 12 13 14 15 L A unregistered]
0 A2 92 28 €4 91 95 51 9E 61 DE BE BA OE 96 AL D3 <f (d'=Q%ab,® -30 O
16 (A9 27 59 DE 4A OC 7C 6C 82 98 B9 08 95 11 AB 09 ©'YEJ I1,™* * « CiUsera\SPLecturing\Des
32 23 65 71 D OF 34 €4 RE BT TE CC 9E 4E €7 D§ F9 #egii4as -~IzNgla
48 | 7C 7C 38 90 CF C% 71 91 4D 83 09 11 E7 &7 54 9E |12 IEq'MF5 =§Tz File size: 423 KB
64 |26 B2 7E A1 DO 32 3B 46 &C 3F 97 A6 ET 58 BE 77 &%~ ;D2;F17—|c¥%w 48,500 bytes
80 |26 5C BC E8 CC BO C5 8F 27 65 15 Bl E0 55 45 45 s\hkef°d 'i +avET DOS namiEEST1-~1.00C
96 |02 8E @2 18 2A 09 0D FE AD 73 ED 4E 67 7TA 62 46 2§ * p-siligzbF
112 |80 90 D4 E9 EO CB 7D C83 6D 8D 81 28 3A FA 58 E3 € Ocaf)im (36Xa Default Edit Mode
128 |C5 03 E9 11 BE 73 45 24 C2 ED FA 10 6B F1 D7 DO A & ,sE*Aid kix® Blals Tl
144 |9E E0 €E C7 F& EB 3C 8D EC El 20 00 0l 4F F9 50 2angeé< i&  QuP Undo level: 0
160 |OF oD 7C F& 21 77 49 23 GSD E4 &5 21 46 D4 A9 E9 |&1wI#]de! Fhoe Undo reverses: n/a
176 |F6 6B E3 3F 78 57 1F D8 1C AA 38 A3 27 IF 0B 05 5ké?(W € “82° < e TSP
192 |1F E2 2D 8F 19 IF 8E BA 45 D7 29 50 FO S0 BC 38 &~  Z°Ex)Ps o> g
208 |DC E1 15 23 BD BB 08 C7 (C4 12 14 TA BC 2B 05 75 Ui #= CA zh* u
224 |63 24 2B 20 2B 32 06 DC 15 €0 36 23 62 18 0L E1 cS+ +2 O "64b & Last write tim@/24/2017
240 | 5D 45 C4 28 FE 85 CL RO 00 BA €1 40 OB 32 1A 16 JEA(p.A =a@ 2 CEEsy
256 Bl €A DS EA 2B 75 2B ET A9 E5 86 SE SE Cl 55 07 +j0&+usgeatiZiv Attributes: A
272 |E6 40 2F 3B 7A EF 61 4A 86 1A F3 DA AT 17 35 EA =@/;zialt 00§ s5& leons: ]
288 | BA 45 87 25 1F €C 2C AR 63 4B 55 AB DE 23 70 DF °E$% 1, 2cEU«B#pB P
304 | 6A F8 9D 18 6C 75 ED Fé 7D 36 FF 00 97 B5 69 SA je 1uiB}éy —uiZ e P
320 |75 AD 2 E1 A1 DO 55 42 40 56 23 F5 26 B5 01 E8 u-)4;B[BEVE0)y & Bytes per pag&0el6=200
336 | 3C Th €A €F 55 7B 77 8L 56 8D 37 AD 69 DE BF C3 <zjoU{wdV 7-if¢h
352 |55 F5 76 49 J7C F3 26 52 B6 2D 3L L6 42 4B DO 41 USVI|46&RI-5!BRUL TS L
368 | SD DL DA ©F FS 75 €D 92 OB €5 4C €9 40 SD 9B F1 ]H0%tum’ eLi@]>A [z afnmETre L
384 |35 D6 E3 DC 1F D9 2E 24 7B 4E 43 8D 91 91 2F 3D 50&0 0.5(NC /= Clipboard:  available
400 |C7 E2 C9 3A 4C 1F F4 €7 99 07 75 E2 10 30 F4 2B G&E:L 6g™ ud 06+
416 |20 55 &8 CO F4 2D SD F5 CD 7D BB 5 DY FC 5C 6D €Uhhs-1311»-Uim r;i:ﬁ;;::::foiﬁ?::;
432 |23 97 9F 15 8C 12 96 DC D8 05 DO Bl FF 00 86 BB #-¥ @ -U6 By t«
448 |44 42 4C 4B 00 00 10 00 FF 00 OF B4 DD DA D3 17 DBLK g -¥06
464 |19 D7 BA F7 3F BT FF 00 71 FC DB D2 DB 87 EC 1A =317 -§ gulo0-i
480 |4E TA 2E AC 44 EF 50 2B E5 LS B4 9D 44 15 48 05 Nz.-JiP+4%¥  J H
496 |48 €2 C2 E0 41 04 10 Th 53 4E OB E7 B9 AE E3 55 Hplah =SN ¢ @3X
512 |32 F6 44 81 43 15 DC 57 E3 BE AB F2 90 1C SE 59 28D C UW&%«d °Y
528 | 7A 32 BT BB EC 31 C4 53 F7 €A E4 A5 69 F1 35 R0 =22 -«11RS:j&¥ifs
544 | D5 6E 44 40 CF SF 11 04 F7 SF 00 1A 57 Al 21 4D OnDBI¥ =¥ W;'M
560 | 7F EE D3 57 BT F7 72 6F F7 05 CB EE CF FC 6D FB  i0W <ro: EiTiémd
576 |BS C7 FF 00 4E E1 F3 09 25 86 84 DO 1D B8 2B E5 uCy Nao 1.8 “+a
592 | 4D BS Ol 84 EE 48 A9 EE LB 6% €1 BS 99 BC 6B D3 Mp ,iHDEwia*™uk0
€08 |51 18 47 80 FO F8 ER 56 D2 88 24 B2 A3 92 36 24 0 GE8e&VO $:L7€$
€24 |82 29 BF 86 A2 92 3D A DE 3A B8 6C €A BT 4F C2 ,)gte'="b:,1j-0h
€40 BA SA 5C 62 3A SE BF 89 DS C6 4B 8F 73 €4 BL 2B °3\b:Z;w0EK sdi+
€56 | 3F 34 43 BC €9 BS 51 41 1F OA BE 98 CA D1 90 EE 24ChiupQh T°Ef &
£72 | 4A 3h 9B 95 97 62 08 3B 15 23 C4 1D 58 64 42 56 J:»+—b ; #A XdBV
§88 |55 3F CC 95 00 &F BO 24 6A 15 50 01 4A 6F E4 37 U021+ 0953 P Joa7
704 |35 D8 EC BC BS €D 87 SF 32 LB &F 78 24 49 61 25 :Dikm#¥3aoxSIat
720 |26 89 C4 91 BD 77 OE 86 E5 6F OR 74 DE FD 39 2C akivs tdo tiys,
736 |61 BC 99 DE 97 A2 4F 17 73 D3 46 €0 58 01 73 29 aG®™—c0 sOF'X a)
752 |36 96 8D BE 3A CO E4 AB AE F5 11 8F 32 2A DF B3 6- 9:h3«®5 2%82
768 |A6 AD 38 4C ES 8B 11 56 56 24 23 BC 68 D4 A0 55 !-8Ld« wWe$und U
784 | DA 4A 11 F1 €6 3A 9D DB €A 02 58 2E 49 96 93 28 UJ &f: 83 Y.I-"(
Page 1 of 62 Offset: a3 = 226 | Block: n/a | Size: n/a
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1.4.2

Perform a search for the Hexadecimal value of “FF D8".

B2X WinHex - [test]-carve.doc] - m] x
ﬁ File Edit Search MNavigation View Tools OSpecialist Options Window Help 197 - & %
Case Data #A4_Find Text... Cirl+F i B  AMAMLNE | e S H= O o
File Edit | A Find Hex Values... Ctrl+Alt+X
%75 Replace Text.. Ctrl+H 1 2 3 4 5 & 7 & @ 10 11 12 13 14 1% )
— - [unregistered]
% Replace Hex Values... Ctrl+Alt+H 92 28 €4 91 95 51 SE €1 DE BE BA OE 96 AR D3 | ¢’ (d'eQ%ab,° -20 test]-carve.doc
27 59 DE 4A OC 7C 6C 82 98 BS 0B 95 11 B3 03 ©'YBJ |1,7* * « CAUsers\SPLecturing\Des|
Combined Search... €5 71 Dé 9F 34 €4 BE B7 7E CC 9E 4E &7 D9 Fo  #eqlieds -~izNgla
Integer Value... 7C 38 90 CF C2 71 %1 4D 83 09 11 F7 AT 54 9E ||g8 IEq'Mf <§T:z File size: 483 KB
Floating-Paint Value... B2 7E Al DO 32 3B 46 &C 3F 97 A€ E7 58 BE 77 i 49,500 bytes
. S5C BC E8 CC BO C5 B8F 27 €% 15 BL EO 55 45 495  &\kei®A 'i aUEI DOS namEEST1-~1.00C
o == SE E2 1B 24 09 OD FE AD 73 ED 4E &7 7A 62 46 78 * p-silgzbF
Continue Global Search FA |50 D4 ES E0O CB 7D C8 6D 8D 81 28 8A FA 58 E3 | € O2aF}Em  (SuXa Default Edit Mode
s 322 pm State: modified
Continue Search Fa 03 E9 11 B8 73 45 24 C2 ED FA 10 6B F1 D7 D0 | & &  sE*AiG kii=d
E0 6E C7 Fé EB 3C 8D EC EL 20 00 01 4F F% 50 | zanGd&< 14  CuP Undo level: 0
” 160 |OF OD 7C FEé 21 77 4% 23 5D E4 65 21 46 D4 A9 ES |61wI$] e FioE Undo reverses: n/a
BB WinHex - [test]-carve.doc] — ] x |
ﬁ File Edit Search Mavigation View Tools Specialist Options Window Help 197 o & xf
F | b [ 0| A7 ez | | : |
Case Data D‘Hfj‘@" @Eﬁmo) ﬁMn‘s&'-ﬁBn‘Eﬁ "‘E’\J* ;d@m/" @b
| File Edit

test1-carve.doc |

Offset 0 1 2 3 4 5 & 7 & 910 11 12 13 14 15 [unregistered]
1840 2B 2R OC €3 24 3¢ 92 28 3C 6F 37 OF 91 23 04 8B 4 oser.<I7 ' « . |
L1258 |Find Hex Values X |E& 34 1B En C7 2D c er}l€1e4f§ C\Users\SPLecturing\Desl
1872 @2 F1 C8 DE B9 2C pdgt WSS —'REG:,
lzzg ) ] 67 50 OB 1B 56 DS | AGFHIZ™alSgP VO File size: 433KB
- The following hex values will be searched: P C1 02 DE OB FF A@égp;qﬁﬁxgﬁ ¥ 48,500 bytes
1520 00 FF DB 00 84 00 @§& EXIF U ., DOS namEEsT1-~1.00C
1936 oC 08 07 08 OC OE
lasa [ Use as wildcard: | 3F oD 10 11 0C OE 0D Default Edit Mode i
1968 Search: |Al  ~ OF 18 18 1A 1A 18 B il
los4 []Cond.: offset mod 512 | =|0 27 27 27 27 27 27 | grmmprrrrrroen Undo level: 0
2000 [ Search in biock orly 0B OE OB 0D OB OE Undo reverses: nfa
o e g !0 13 18 11 OF Creation timel0/27/2018
2032 *[] List search hits, up o | 10000 g 10 1a 1218 13 15:44:50
2048 27 27 27 27 27 27 (IR Lot i et 2412017
2064 03 01 22 00 02 11 | '"ga ., " ST
2080 Cancel | Gﬂelpg 0l 05 01 01 0l 00 vi L
2096 01 02 03 05 06 07 Attributes: A
| 2112 00 08 01 00 03 Ol 01 01 Ol 00 00 00 00 00 00 00 lcons: 0
testl-carve.doc
Off=set g 1 2 3 4 5 & 7 B © 10 11 12 13 14 15 I ~
1840 2B 2L OC €3 24 38 @2 2ZE 3C 8E 37 OF 91 23 04 8B +% cS87.<E7 “# ¢
1856 1a 1B 43 19 €5 72 7D 2A 80 ED EA 34 1B Ea C7T SD C er}*€i&d ¢
1872 70 FO &7 86 1F 57 24 53 03 &7 92 F1 C8 De B9 2C  pdgt WSS —'f:ﬁff‘,
1888 C4 36 46 45 49 E4 99 FB 6C 24 €7 S0 0B 1B 56 DS AeFHIE™11S5gP O
1904 41 AE D3 C7 70 DL 71 F2 FB 4B DB Cl 02 OE OB AsOCpRqotRTA  §
1520 FF E1 00 O 45 58 45 46 00 00 FF DB 00 84 00 @ya EXIF %0 .
1836 08 06 0& 06 06 06 0B 06 ©O6 0B OC 0B OT7 08 0OC OE
1852 On 0% 08 QA QOE 10 OD OD O©OE OD OD 10 11 OC OQE OD
1968 oD QOE OC 11 OF 12 13 14 13 12 OF 18 18 1A 1A 18
1554 183 23 22 22 22 23 27 27 27 27 2T 27 27 27 27 27 Fromgrrrrnaan
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1.4.3

unwanted data after the Hexadecimal value of “FF D9”

test1-carve.doc

Cffset g 1 2 3 4 5 & 7 g8 9§ 10 11 12 13
FF D& FF E1 00 08 45 58 495 4& 00 00 FF DB

16 00 08 06 06 06 06 06 08 O6 06 OB OC 08 O7

32 OE Q& 0B 0% O&A OE 10 OD OD OE COD OD 10 11

48 oD OD OE OC 11 OF 12 13 14 13 12 0OF 18 18
-

o
1
[53]
[
(%)
[£%)
L]

i 22 22 22 23 27 27 27 27 2 2
g0 27 01 0% 0% 08 0% 0A 0% OB 09 OS OB OE OB
96 OE 11 OE OE OE OE 11 13 OD OD CE 0D OD 13

11z OF OF OF OF 11 18 16 17 14 14 14 17 16 1A
128 g 1a 1n 21 21 20 21 21 7 27 27 27 27 27

2 2
144 27T 27T FF CO 00 11 08 01 50 01 2C 03 01 22
160 11 01 03 11 01 FF C4 00 B
176 Q0 00 00 OO0 OO0 00 00 00 OO0 00 04 01 02 03
1592 o7 00 08 01 00 03 01 01 OQ1 01 €0 Q0O 00 00

1.4.4
be able view the image.

Upon location of the Hexadecimal value “FF D8”, remove all unwanted data before the
Hexadecimal value of “FF D8” and search for the Hexadecimal value “FF D9” and remove all

14 15 ANSI BSCII
Y@iya EXIF 0 .

#!rrrrr#lllllllll

27 27 1
n Iyﬁ , L
01 01 A

NN NN

Photos - test1-carve.jpg =

=]

IT2514
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Save the changes in WinHex, change the extension of the file from “.doc” to “.jpg” and you will
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1.5 CARVING.JPG

1.5.1 Open carving.jpg using WinHex.

B WinHex - [Carving.jpg] - m} X
ﬁFlIe Edit Search Mavigation View Teols Specialist Options Window Help 197 - & %
Case Data ODARZ= T ER@mEER | KA DGE | b s m P & |
File Edit Carving.Jng
Offset 0 1 2 3 4 5 & 7 8 9 10 11 12 13 14 15 ~ -
o |BF Ds FF E0 00 10 4B 46 45 46 00 Ol 01 00 00 Ol | §@ya JFIF SnmiT
16 |00 01 00 00 FF FE 00 3B 43 52 45 41 54 4F 52 334 ¥b :CREATOR: C:AUsers\SPLecturing\Des
32 |20 €7 €4 2D €A 7O €5 €7 20 76 31 2E 30 20 28 75| gd-jpeg v1.0 (u
4% |73 €9 €E €7 20 49 44 47 20 4A 50 45 47 20 76 36  =ing IJG JPEG vé File size: 74.2KB
€4 |32 29 2C 20 71 75 €1 €C €9 74 79 20 3D 20 3% 35 2), guality = 95 75,968 bytes
80 |OA FF DB 00 43 00 02 01 01 0l 01 Ol 02 01 01 01 %0 C T ——
96 02 02 02 02 02 04 03 02 02 02 02 05 04 04 03 04 . e
112 |06 05 06 06 06 05 06 06 06 07 09 0% 06 07 09 07
128 |06 06 08 OB 08 09 OA OA OA OA OA 06 08 OB OC OB Uizl W
144 |OR OC 09 O& OR O FF DB 00 43 01 02 02 02 02 02 i Ui e [
160 |02 05 03 03 05 OA 07 06 07 OA OA OA OA OA OA OA Creation timel0/27/2018
176 |OL OA OA OA OR OA OA OA OA OA OA OA OA OA OA OR 15:44:50
162 |OL OA OR OA OR OA OA OA ORA OR OA OA OR OR OR OR \ e T
208 |OA OA OA OA OR OA OA OA OA OA OA FF CO 00 11 08 vh e
224 |01 80 01 EO 03 01 22 00 02 11 01 03 11 0L FF C4 € a " vi
240 |00 1F 00 00 Ol 05 01 01 01 Ol 01 Ol 00 00 00 00 At &
256 |00 00 OO0 0O Ol 02 03 04 05 06 07 0% 09 O OB FF i e g
27z |C4 00 BS 10 00 02 Ol 03 03 02 04 03 05 05 04 04 A u Mode:  hexadecimal
288 |00 00 01 7D Ol 02 03 00 04 11 05 12 21 31 41 06 i 1 Offsets: decimal
304 |13 51 61 07 22 71 14 32 81 91 Al 08 23 42 BL C1| Qa "g 2 '; #Bh Bytes per pagdilx16=5800
320 |15 52 D1 FO 24 33 €2 72 82 09 OA 16 17 18 19 1A | RN&8$3br, et .
336 |25 26 27 28 29 24 34 35 36 37 38 39 3A 43 44 45 | &' () *456789:CDE No. of windows: 4
352 |46 47 48 49 4A 53 54 55 56 57 58 59 SA €3 €4 65  FGHIJSTUVWXYZcde
368 |66 €7 68 €9 6A 73 T4 75 76 77 78 79 TA 83 84 85  fohiistuvwxyzf... Clipboard:  available
384 |86 87 88 B89 SA S2 93 94 95 56 97 S8 §% SR A2 A3t S ve—mder TEMP folder: 126 GE free

400 R4 AS A6 A7 AS AS AR B2 B3 B4 BS B BT B3 BS BA N¥|§'@T pI te I-T\AppData\Local\Temp
416 |C2 C3 C4 C5 C6 C7 C8 CS CA D2 D3 D4 D5 Dé D7 D8  ARAABCEREGOOGO=G

432 Do DA E1 E2 E3 E4 ES E6 E7 ES ES EA F1 F2 F3 F4 UDaddddececsfioss

448 |F5 F6 F7 F§ FS FA FF C4¢ 00 1F 0l 00 03 Ol 01 01  &&<etayd

464 01 01 01 01 01 01 00 OO OO0 00 00 00 01 02 O3 04

480 |05 06 07 08 0S OA OB FF C4 00 B5 11 00 02 01 02 ghn
496 |04 04 03 04 07 05 04 04 00 01 02 77 00 01 02 03 W
512 |11 04 05 21 31 06 12 41 51 07 61 71 13 22 32 81 11 RQ ag "2
528 |08 14 42 91 Al B1 Cl 0% 23 33 52 FO 15 €2 72 D1 B';xh #3R& bril
544 |0OAR 16 24 34 E1 25 F1 17 18 19 1A 26 27 28 29 2A EEES. &' ()

560 | 35 36 37 38 3% 3A 43 44 45 46 47 43 49 4A 53 54 56739:CDEFGHIJST
576 |55 56 57 58 55 SA 63 €4 65 €6 €7 €3 €9 €A 73 74 UVWNYZcdefghijst
592 |75 76 77 78 79 TA 82 83 84 85 86 87 88 39 8A 92  uvwxyz, f..tE wEr
608 |93 94 95 96 97 98 99 9A A2 A3 A4 AS A6 AT AS A9 7. ——ELE¥
€24 |AA B2 B3 B4 B5 B6 BT B2 BS BA C2 C3 C4 C5 C6 C7 | *=2°pg-,2°
€40 |C8 C9 CA D2z D3 D4 DS Dé D7 D8 DS DA E2 E3 E¢ ES | EEEOGGOO=@UT
€56 |E6 E7 E3 ES EA F2 F3 F4 F5 Fé F7 F& F9 FA FF DA agdéfddddi-enayl
€72 |00 OC 03 Ol 00 02 11 03 11 00 3F 00 FC 4% 87 5% ? HI-Y
685 |B2 F3 CC 46 E4 24 84 €6 €0 22 CA BE 3R 1E 2B 73 =6IF&$,.f "Ex: +s
704 |C3 DE 01 Fg 85 E3 DF 07 EA 1E 31 FO E4 73 DD 69 AP @.38 & 184s¥i
720 |Fé 13 18 6F 0C 7D 53 OR 5B 76 DE EO 01 54 13 C4 & o }5 [vBA T &
736 |DF OD DD C4 3R A6 87 75 24 32 CB BA E1 34 E6 45 & ThA:)+ulzf-ddsr
752 |68 D4 7z A0 16 CF 4A F5 &F 01 7C 52 8B C2 BF oF ndr 1IJ8 |Rmed:
768 | 6E AD 3E 05 €8 3E 22 B9 OA 19 OC BA 84 57 D6 EB n-> h>"23 °,Wos
784 |F6 73 1B €0 00 FB 7E 56 C9 F5 AE OA AE S1 8F B9 &5 ~ G-VES® 8Q * v

Page 1 of 95 Offset: 0 = 255 | Block: nfa | Size: n/a
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1.5.2  Perform a search for the Hexadecimal value of “FF D9”.
B¢ WinHex - [Carving.jpg] - O *
EFH& Edit Search Mavigation View Tools Specialist Options Window Help 197 - & %
Coselate @ FindText.. Ctri+F Tl EREEER | AMALNGE | B LGP &b
File Edit | Find HexValues.. Ctrl+Alt+X
2% Replace Text... Ctrl+H 1 2 3 4 5 € 7 8 9 10 11 12 13 14 15 ~ I
[unregistered]
% Replace Hex Values.. Ctrl+ Alt+H Dg FF EO 00 10 4A 46 49 46 00 Ol Ol 00 00 Ol g@ya JFIF EnEE
: 01 00 00 FF FE 00 3B 43 52 45 41 54 4F 52 33 §b :CREATOR: CAUsers\SPLecturing\Des
Combined Search... &7 64 2D A 70 65 &7 20 76 31 2E 30 20 28 75 gd-jpeg v1.0 (u
Integer Value... €9 6E €7 20 49 44 47 20 4A 50 45 47 20 76 36 sing IJG JPEG vé File size: T4.2KB
Floating-Point Value... 29 2C 20 71 75 61 &C 6% 74 73 20 3D 20 3% 35 2), guality = 55 75,969 bytes
Text Passages.. FF DB 00 43 00 02 01 0l 01 01 Ol 02 01 01 01| %0 C .
02 02 02 02 04 03 02 02 02 02 05 04 04 03 04 State: e
Continue Global Search F4 05 06 06 06 05 0 06 06 07 09 0% 06 07 09 07
Continue Search = 06 08 OB 08 09 OA OR OA OA OA 06 08 OB OC OB X E::z'r:jr’say nfg
I OC 09 O OA OA FF DB 00 43 01 02 02 02 02 02 g0 C "
B WinHex - [Carving - O 4
B File Edit Search MNavigation View Tools Specialist Options Window Help = | x_m
o ODAHZE=® [t @ ERR | AafiiY | o5 | & |
File Edit (arwng.]pgl
Offset 0 1 2 3 4 5 €& 7 8 910 11 12 13 14 15 e
0 |FF D8 FF EO 00 10 4A 46 495 46 00 Ol 0l 00 00 Ol  g@ia JFIF EigiiE |
18 | Find Hex Values w | 45 41 54 4F 52 32 ¥p ;CREATOR: Ci\Users\SPLecturing!\Desl
32 31 2E 30 20 28 75| gd-jpeg v1.0 (u
4 The following hex values will be searched: 50 45 47 20 76 36 | =sing IJG_JPEG Ve File size 759;94: -
64 79 20 3D 20 39 35| 2), quality = 95 969 bytes
80 010102010101 ¥0C PR
96 02 05 04 04 03 04 )
112 [ Use as wildeard: | 3F 05 03 06 07 0% o7 State: originzl
128 Search: Al 0L 06 08 0B OC 0B Undo level: 0
144 [JCond. offsetmod 512 | =10 01 02 02 02 02 02 g C Sdclinesss iz
1€0 Search in block only OR OR OR OA OR ORA Creation timel0/27/2018
179 Search in all open windows e 0A 02 0A 0A 0A 15:44:50
192 *[] List search hits, up to mmw O 0 OR OR OR OA Last write time /24/2017
208 0L FF CO 00 11 08 A e
224 010311 01 FFC4 €a " VA
240 Cancel @ Help | |01 01 00 00 0o 00 B uies &
256 — — |07 08 09 0a 0B FF 7 eur= g
272 |C4 00 BS 10 00 02 Ol 03 03 02 04 03 05 05 04 04 A u Mode  hexadecimal
Carving.jpg I
Offs=t 0 a1 2 3 4 5 (= i 8 S 10 11 12 13 14 15 I ASCIT
75472 OF 4F AD &2 FE CE SE OF 4F 08 TC 1B DO AD AD &C O—b]:_)fi o ] B——1
TS5488 oOC 1F &9 B3 49 E& 08 BS CB 30 07 3C 7B 54 BT 34 i*Tee ,ED <{T -:
ToE04 CD s 2D 77 BAE TE EB S BEE 4B Sl &3 ThA 20 SB Co9 i: WEMEZHREQCo=E [E
TS5Z0 41 2B 04 28 14 Be 5494 Th E4 FE 75 85 0OC 3C FO DC | A+ * 9dTzdbu. <a&0
T5536 IB 4E 93 57 ZD D& AF AL S5F 13 EF B4 &C 92 2D 4n :N“—'ﬁ_‘_ i"1l7=J
T5552 FiZ F3 84 BD nLC 9C 5B DS BS BF 76 EE &6E TE €6E 5F ﬁé,,H[éuavinm_
TE55&88 1I» SE 78 51 25 F8 Al EZ T8 35 3D ThA En O8 93 52 THQZe; AvE==z& YR
T5E5E84 BAh &2 BB T4 8D 93 B1 F4 - 2ZF 85 DT AC TE 1F D9 Pomt Y Smf o ®—~ O
T5e00 59 EF 56 11 79 BO 8D C3 SF S92 52 BE 3F S5 75 3A YiWw w° i‘a’Y'R,?-u:
T5ele o7 gD BC 2% EZ2 0B 5F ED &F OF && 90 5E 5% C5 80 2) & _iD d ~YES
Toe3IZ BT 30 ZE 54 FB De 07 C3 TS B4 &€ FO ED DD 8C CL1 -0 . Tad Eﬁy'fﬁim
T5645 T3 06 BD TS5 1A &3 03 FE 58 &7 FA DT DD &1 SE 1D 5 *=u o pZga=BaZz
Tohea4d Dz A4 ES CA F1 6B 47 BD D3 46 TT ET 94 25 13 5D f)l:iéf:ﬁ]cG’éf)Ftﬂg"% 1
T5EeE0 58 EB DF &D 4B EC CB 29 22 50 02 F& 55 35 1C AB  YEBmMEIE)"P &U5 «
TE5e9e BS BT 44 2T e CE &3 3F d tx$z§(’)=tD'jfEc?
TET1Z SB 2C A7 18 €5 AE D4 €E QTet ™; -3, 8 =@0n
TETZE o4 14 OO0 02 00 08 00 8F O[¥yUPK
TE5T44 o0 00 OO0 43 00 OO0 OO0 OR i 2?0 ¥DB =
TSTE0 T2 ZE T4 T8 T4 55 54 09 answer . ocxtlOT
TLTTE 45 4E TS5 T8 0B OO0 Q1 04 mEN mENQx
T5T79z 00 OD C8& BB 0D CO 20 0OC | ~ - Ew A
TS5EOE B2 42 16 70O E1 850 25 &4 ﬁi]i ELE passd
TEEZ4 23 TF 94 F5 93 ZB EF 32 QD 4E 59 9B 52 4C &3 00 # “6™+1iz2 NY»RLc
75840 F7 &2 90 Ce CB BSE C7 1C BS 24 90 95 Ec 42 1B 87 =k EE:EG T =x=B £
TE5856 26 E3Z 8F SE ELS 2A 27 FiL &8 ED O3 50 4B 01 02 1E & EZ&*"hhi PHE
TEETZ2 3 14 00 02 OO0 08 00 8BF &% 0C 3F 55 0% SF 44 42 i ?U0 ¥DB
TSEE8E8 Q0 OO0 00 43 00 00 00 OR 00 18 Q00 OO OO0 00 00 O1 Z
Too04 Qo Q0 Q00 A4 51 00 00 00 00 81 &E T3 TT &5 TZ ZE o answer.
TS59Z0 T4 TH T4 55 54 05 00 03 OE &D 45 4E TS5 T& OB 00 THTUT mENwax
T5936 o1 O04 858 13 00 00 049 58 13 00 00 50 4B 05 0Oa 00 - - PE
T5a52 Q0 Q90 00 01 OO0 O1 00 50 00 00 00 56 00 00 OO0 00 = i
TE5988 Qo
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1.5.3  Upon location of the Hexadecimal value “FF D9”, remove all unwanted data before the
Hexadecimal value of “FF D9” as well as “FF D9”.
Carving,jpg l
Offset o 1 2z 3 4 5 7 B 9 10 11 12 13 14 15 BNSI ASCII .
[unregistered]
o [l 2 03 04 12 00 0z 00 08 00 eF &% OC 3F 55 09| ER i 0 Carving.jpg
16 | 9F 44 42 00 00 00 43 00 00 00 OR 00 1C 00 &1 6E| ¥OE C an C:\Users\SPLecturing\Desl
32 |73 77 €5 72 ZE 74 78 T4 55 54 08 00 03 OE 6D 45| swer.txtUT mE
48 |4E OC €D 45 4E 75 78 0B 00 01 04 88 13 00 00 04| N mENux - File size: 236B
€4 |=8 13 00 00 OD C8 BB 0D CO 20 OC 05 CO SE 28 SE| ° E» A AZ)Z 236 bytes
80 |18 80 25 B2 42 16 70 E1 80 25 €4 23 7F 94 F5 93| €%°B pasdf "5" Default Edit Mode
96 |2B EF 32 9D 4E 59 9B 52 4C 63 00 F7 62 90 Cé CB| +iZz NY»RLc <b EF .
. D State: modified
112 |BE ©7 1C B3 24 90 Eé 42 1B 87 26 E3 8F 9E E5| ZIg *5 -=B 228 24
128 |2m 27 FA 68 ED 03 50 4B 01 02 1E 03 14 00 02 00| *#'ani PR Undo level: 1
144 |08 00 8F €5 OC 3F 55 09 OF 44 42 00 00 00 43 00 i ¥OE C Phdulessidacts oyl
160 |00 00 OA OO0 18 00 00 00 OO0 OO0 Ol 00 00 0O B4 S1 B Creation timel0/27/2018
176 |00 00 00 OO0 €1 6E 73 77 €5 72 2E 74 T8 T4 55 54 answer.txtUT 15:44:50
qo e d T8 = 33 1 - ; .
192 |05 00 03 OE &D 45 4E 75 OB 00 01 04 13 00 mENux T
208 |00 04 88 13 00 00 50 4B 05 06 00 00 00 00 01 0O ~ PR 085747
224 |01 00 50 00 00 OO 86 OO0 OO0 00 00 0O Pt
Attributes: A
lcons: 0
Mode: hexadecimal
Offzets: decimal
Bytes per pag&lx16=800
Window #: 1
Mo. of windows: 1
Clipboard: available
TEMP folder: 136 GB free
[~1\AppData\Local\Temp
1.5.4 Based on the file signature’s Hexadecimal value of “50 4B 03 04 14 00 20 00” (from
https://www.garykessler.net/library/file_sigs.html) we suspect it can be a zip file.
& c & https://www.garykessler.net/library/file_sigs.html B e
S0 49 43 54 00 08 PICT. . 5048 03 04) Vi A v X -

IMG

ADEX Corp. ChromaGraph

50 4B 03 04
ZIP

PE..
PEKZIP archive file (Ref. 1| Ref 2)

ZIP

JAR

KMZ

KWD

ODT. ODP. OTT

OXPs
SXC, SXD, sXI. SXW

SXC
WMZ

Trailer: fileniame S0 42 17 characters 00 00 00

Trailer: (filename PK 17 characters . . .)

Note: PK are the initals of Phil Katz, co-creator of the ZIP file format and author
of PKZIP.

Apple Mac O8 X Dashboard Widget, Aston Shell theme, Oolite eXpansion Pack,
Opera Widget, Prvot Style Template, Rockbox Theme package, Simple Machines
Forums theme, SubEthaEdit Mode, Trillian zipped skin, Virtual Skipper skin
Java archive; compressed file package for classes and data

Google Earth saved working session file

KWord document

OpenDocument text document, presentation, and text document template,
respectively.

Microsoft Open XML paper specification file

OpenOffice spreadsheet (Calce), drawing (Draw), presentation (Impress),

and word processing (Writer) files, respectively.

StarOffice spreadsheet

Windows Media compressed skin file

Mozilla Browser Archive

XML paper specification file

eXact Packager Models
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1.

5.5 Save the changes in WinHex, change the extension of the file from “.jpg” to “.zip” and you will
be able view the zip file containing answer.txt file.

n ALY L - Ra ) LI L O FRLLE T

8 Carving.zip (evaluation copy) — O *

File Commands Tools Favorites Options Help

B o a2me @ @ €

Add Extract To Test Wiew Delete Find Wizard Info WYirusScan Com

T m Carving.zip - ZIP archive, unpacked size &7 bytes W
Marme Size Packed Type Maodified CRC32
1. File folder
D answer.bd 66 Text Document 813/2011 212 449F0455
LG Total 67 bytes in 1 file

1

.5.6 Thetext in answer.txt is “Congratulations. The answer for this tutorial page is "turnips".

n»”

E answer.tut - Motepad —_ N 5
File Edit Format VYiew Help

Congratulations. The answer for this tutorial page is "turnips”
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